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ABSTRAK

Analisis manual volume data log Fortigate yang besar di PT. XYZ memakan waktu
dan rentan terhadap kesalahan, sehingga menyulitkan deteksi aktivitas
mencurigakan. Penelitian ini mengatasi masalah tersebut dengan merancang dan
mengimplementasikan sistem deteksi anomali otomatis menggunakan model
unsupervised machine learning, yaitu Autoencoder dan One-Class SVM, yang
dilatih hanya pada data log normal. Prosesnya dimulai dari pra-pemrosesan data
dengan parsing dan rekayasa fitur untuk memilih 23 atribut informatif. Berdasarkan
evaluasi kuantitatif, model Autoencoder menunjukkan performa superior dengan
akurasi 95.53%, Recall 1.0000, Precision 0.7918, dan F1-Score 0.8838. Sebagai
perbandingan, model One-Class SVM menghasilkan akurasi 88.74% dengan F1-
Score 0.7507 (Precision: 0.6018, Recall: 0.9973). Sistem ini diwujudkan dalam
aplikasi web interaktif berbasis Streamlit. Dengan demikian, pendekatan
unsupervised learning menggunakan Autoencoder terbukti menjadi metode yang
efektif dan andal untuk mengotomatisasi deteksi anomali pada log Fortigate,
sekaligus meningkatkan efisiensi dan akurasi analisis keamanan jaringan di PT.
XYZ.

Kata Kunci: Deteksi Anomali, Unsupervised Learning, Autoencoder, One-Class
SVM, Log Fortigate, Keamanan Jaringan.
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ABSTRACT

Manual analysis of large volumes of Fortigate log data at PT. XYZ is time-
consuming and error-prone, hindering the timely detection of suspicious activities.
This research addresses this issue by designing and implementing an automated
anomaly detection system using two unsupervised machine learning models,
Autoencoder and One-Class SVM, trained exclusively on normal log data. The
process begins with data preprocessing, involving parsing and feature engineering
to select 23 informative attributes. Quantitative evaluation reveals the Autoencoder
model's superior performance, achieving an accuracy of 95.53%, a Recall of
1.0000, a Precision of 0.7918, and an F1-Score of 0.8838. In comparison, the One-
Class SVM model yielded a lower accuracy of 88.74% and an F1-Score of 0.7507
(Precision: 0.6018, Recall: 0.9973). This system is implemented as an interactive
web application built with Streamlit. Consequently, the unsupervised learning
approach using an Autoencoder with meticulous feature engineering proves to be
an effective and reliable method for automating anomaly detection in Fortigate logs,
thereby enhancing the efficiency and accuracy of network security analysis at PT.
XYZ.

Keywords: Anomaly Detection, Unsupervised Learning, Autoencoder, One-Class
SVM, Fortigate Logs, Network Security.
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