DAFTAR LAMPIRAN

Lampiran 1. Kode Program Sistem Akses Masuk

/* Source code Access Masuk sebagai baris kode utama
Mikrokontroler Masuk (ESP32 DEVKIT V1)
Smart Access IoT - Akses Masuk
Author : Bayu Afif Nuranto | 2020230903

*/

// Import Modules & Library
#include <Wire.h>

#include <Adafruit GFX.h>
#include <Adafruit SSD1306.h>
#include <SPI.h>

#include <MFRC522.h>

#include <WiFi.h>

#include <HTTPClient.h>
#include <NTPClient.h>
#include <Discord WebHook.h>
#include <ArduinoJson.h>
#include <DFRobotDFPlayerMini.h>

// INISIALISASI VARIABLE
enum AudioClip {
SELAMAT DATANG = 1,
PINTU TERBUKA = 2
PINTU TERTUTUP =
TRESSPASSING = 4,
AKSES DITOLAK = 5,
AKSES DITOLAK SUDAHDIDALAM = 6
}s

3

/* Inisialisasi User */
struct User {

int id;

String name;

}s

// DEFINISI PIN
#define magneticPin 25

#define SS PIN 5

#define RST PIN 4

#define BUZZER PIN 12

#define RELAY PIN 32

#define PIR PIN 27

#define LED MERAH 13

#define LED HIJAU 14

// SETUP WIFI & API
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// Konfigurasi WiFi

const char* ssid = "NRTID";

const char* password = "Sabturul234";

// URL API

const String apiURL = "https://smart-access-

1.bayunuranto.workers.dev/api";

// Setup Discord

String DISCORD WEBHOOK =
"https://discordapp.com/api/webhooks/1364213154959200306/gDrpCoM
Lvjcg7KyH2R1s5112Z8H-t5P4bhcNUYKAXIyY9d3RFX17seg815DeE4 £Xy-Xg";
String channel id = "1364213154959200306";

String token = "gDrpCoMLvjcg7KyH2Ris5112Z8H-
t5P4bhcNUYKAXIyY9d3RFX17seg8i5DeE4fXy-Xg";

Discord Webhook discord;

// Layar OLED

#define SCREEN WIDTH 128

#define SCREEN HEIGHT 64

#define OLED RESET -1

Adafruit SSD1306 display (SCREEN WIDTH, SCREEN HEIGHT, &Wire,
OLED RESET) ;

// RFID
MEFRC522 rfid(SS_PIN, RST_PIN);
String cardID;

// DF Player Mini
DFRobotDFPlayerMini myDFPlayer;
HardwareSerial FPSerial(1l);

// NTP (Network Time Protocol)

WiFiUDP ntpUDP;

NTPClient timeClient (ntpUDP, "pool.ntp.org", 25200, 60000); //
GMT+7 (WIB)

// VARIABEL GLOBAL
unsigned long lastDisplayTime = 0;

unsigned long lastRFIDTime = 0;

unsigned long pirLastTrigger = 0;

int lastMagneticState = -1;

bool isDisplayOn = false;

bool isFirstBoot = true;

bool lastDoorStateClosed = false;

bool fromRelayAccess = false;

unsigned long lastMagneticChange = 0;
const unsigned long debounceDelay = 200;
const long unauthorizedTimeout = 5000;
const long pirCooldown = 1000;

// Fungsi JSON
String escapedson (String input) {
input.replace ("\\", "\\\\");
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input.replace("\"", "\\\"");
input.replace ("\n", "\\n");
return input;

}

String getCardID(byte *buffer, byte bufferSize)

wn o,
I

String cardID

for (byte 1 = 0; i < bufferSize; i++) {
cardID += String(buffer[i] < 0x10 2 "O"
cardID += String(buffer[i], HEX);

}

cardID. toUpperCase();

return cardID;

}

{

HH) .
’

void displayMessage (String message, uint8 t line)

if (!isDisplayOn) {
display.clearDisplay (),
isDisplayOn = true;

}

display.fillRect (0, line * 10, SCREEN WIDTH,
SSD1306 BLACK) ;
display.setTextSize (1)
display.setTextColor (SSD1306 WHITE) ;
display.setCursor (0, line * 10);
display.println (message) ;
display.display () ;
}

void displayMessageCenter (String message, uint8 t line)

intlé_t x, y;
uintlé _t w, h;
display.setTextSize (1) ;
display.getTextBounds (message, 0, line * 10,
display.fillRect (0, line * 10, SCREEN WIDTH,
SSD1306_BLACK) ;
int centerX = (SCREEN WIDTH - w) / 2;
display.setCursor (centerX, line * 10);
display.print (message) ;
display.display();
}

void activateBuzzer () {
tone (BUZZER PIN, 2000);
delay (1000) ;
noTone (BUZZER_PIN) ;

}

void putarSuara (AudioClip klip) {
myDFPlayer.play((int)klip);
}

void showDefaultScreen () {
if (!isDisplayOn) {
display.clearDisplay () ;

f0 ,

&x,
10,

&Y

{

&w,

&h) ;

121



isDisplayOn = true;
}
display.clearDisplay () ;
displayMessage ("Sistem Smart Access", 0);
displayMessageCenter ("Silahkan Tap...", 2);
putarSuara (SELAMAT DATANG) ;
}

void manageDisplayTimeout () {
if (isDisplayOn && (millis() - lastDisplayTime > 3000)) {
display.clearDisplay () ;
display.display();
isDisplayOn = false;
digitalWrite (LED MERAH, LOW);
digitalWrite (LED HIJAU, LOW);

}

void readMagneticSensor () {
int state = digitalRead(magneticPin);
unsigned long currentTime = millis();
bool isClosed = (state == LOW);
if (state != lastMagneticState && (currentTime -
lastMagneticChange) > debounceDelay) {
lastMagneticChange = currentTime;
lastMagneticState = state;

if (!isDisplayOn) {
display.clearDisplay () ;
isDisplayOn = true;

}

display.clearDisplay();
displayMessage ("Sistem Smart Access", 0);
displayMessageCenter ("Silahkan Tap...", 2);

if (state == LOW) {
displayMessage ("Pintu Tertutup", 4);
if (!isFirstBoot && fromRelayAccess) {
putarSuara (PINTU TERTUTUP) ;
fromRelayAccess = false;
}
} else {
displayMessage ("Pintu Terbuka!"™, 4);

}

isFirstBoot = false;

}

void checkPIR() {
int pirState = digitalRead(PIR PIN);
if (pirState == HIGH && millis() - pirLastTrigger >
pirCooldown) {
Serial.println("- PIR DETEKSI GERAKAN!");
pirLastTrigger = millis();
lastDisplayTime = millis();
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if (!isDisplayOn) {
showDefaultScreen() ;
} else {
display.clearDisplay () ;
display.setTextSize (1) ;
displayMessage ("Gerakan Terdeteksi", 1);

void checkTrespassing () {
int magneticState = digitalRead(magneticPin);
if (magneticState == HIGH && !fromRelayAccess) {
Serial.println("! Pintu Terbuka - Cek Trespassing...");

bool adaOrangKeluar = cekFlagKeluar();

if (!adaOrangKeluar) {

Serial.println(")‘ TRESSPASSING TERDETEKSI!");
displayMessage ("TRESSPASSING!", 2);
digitalWrite(LED_MERAH, HIGH) ;
activateBuzzer () ;

putarSuara (TRESSPASSING) ;

String waktu = timeClient.getFormattedTime () ;

String pesanTresspassing = "8 Tresspassing
Terdeteksi\\nWaktu: " + waktu;

discord.sendEmbed ("Peringatan: Ada Pendobrakan Pintu!",
pesanTresspassing, "#FF0000");

} else {

Serial.println(" Pintu dibuka karena akses keluar yang

sah");

}

bool cekStatusKeluar (String cardID) {
if (WiFi.status () != WL CONNECTED) {
Serial.println(")‘ WiFi tidak terhubung saat cek status
keluar");
return false;

HTTPClient http;

String url = apiURL + "/access/status/" + cardID;
Serial.println("Mengakses: " + url);
http.begin(url);

int httpResponseCode = http.GET() ;

if (httpResponseCode == 200) {
String response = http.getString();
Serial.println("Response API: " + response);

StaticJdsonDocument<256> doc;
DeserializationError error = deserializedJson (doc, response);
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if (error) {
Serial.println(")‘ Gagal parsing JSON: " +
String(error.f str()));
http.end() ;
return false;

}

if (doc.containsKey ("already inside")) {
bool alreadyInside = doc["already inside"];
http.end() ;
Serial.println("Status already inside: " +
String(alreadyInside ? "true" : "false"));
return !alreadyInside;
} else {

Serial.println(")( Key 'already inside' tidak ditemukan");
http.end() ;
return false;

}

} else {
Serial.println(")‘ HT PPl Esror=” ¥ +
String (httpResponseCode)) ;
http.end() ;
return false;

}

void loopWithTimeout () {

if (digitalRead (magneticPin) != LOW) {
displayMessage(")‘ Tutup pintu dahulu!", 3);
activateBuzzer () ;
delay (2000) ;

return;

}
if (!rfid.PICC_IsNewCardPresent()) return;
if (!rfid.PICC_ReadCardSerial()) return;

String cardID = getCardID(rfid.uid.uidByte, rfid.uid.size);

display.clearDisplay () ;
display.setTextSize (1) ;
display.setCursor (0, 0);
display.println ("RFID Detected!");
display.setCursor (0, 10);
display.print ("UID: " + cardID);
display.display();

User userData;
bool userFound = getUserbyRFID(cardID, userData);

if (userFound) {
Serial.println("Nama: " + userData.name);

} else {
Serial.println ("Pengguna tidak ditemukan");
display.setCursor (0, 20);
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display.println("User: Tidak Dikenali");
display.display ()
}

if (userFound) {
bool sudahKeluar = cekStatusKeluar (cardID);
if (sudahKeluar) {
aksesDisetujui (userData, cardID);
sendRFIDToAPI (cardID) ;

} else {
displayMessage ("Anda sudah di dalam!", 4);
String msg = "ZX Gagal Masuk\\nRFID: " + cardID +

"\\nStatus: Anda Belum Keluar";

discord.sendEmbed ("Akses Ditolak", msg, "#FFA500");
putarSuara (AKSES_DITOLAK_SUDAHDIDALAM) ;
activateBuzzer () ;
}

} else {
aksesDitolak (cardID) ;

}

isDisplayOn = true;

lastDisplayTime = millis();

rfid.PICC_HaltA();
rfid.PCD _StopCryptol() ;
}

bool sendRFIDToOAPI (String cardID) {
if (WiFi.status() != WL CONNECTED) return false;
unsigned long mulaiWaktu = millis();
HTTPClient http;
http.begin (apiURL + "/access/in");
http.addHeader ("Content-Type", "application/json");
String jsonData = "{\"rfid tag\":\"" + cardID + "\"}";
int httpResponseCode = http.POST (jsonData) ;
float latensi = ukurlLatensi (mulaiWaktu) ;
if (httpResponseCode > 0) {
String response = http.getString();

Serial.println("Respons API: " + response);

http.end() ;

return response.indexOf ("\"success\":true") != -1;
} else {

Serial.println("Error koneksi API");
http.end() ;
return false;

}

bool getUserbyRFID(String cardID, User &user)
if (WiFi.status() != WL _CONNECTED) return false;
unsigned long mulaiWaktu = millis();
HTTPClient http;
http.begin (apiURL + "/users/rfid/"™ + cardID);
int httpResponseCode = http.GET() ;
float latensi ukurLatensi (mulaiWaktu) ;
if (httpResponseCode > 0) {
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String response = http.getString();
const size t bufferSize = JSON OBJECT SIZE(10) + 200;
StaticJdsonDocument<bufferSize> doc;

DeserializationError error = deserializeJson (doc, response);
if (error) {
Serial.print ("Gagal parsing JSON: ");
Serial.println(error.c_str());

return false;

if (!doc.containsKey("name") || doc["name"].as<String> () ==

"") {

}

return false;

}

if (doc.containsKey ("id")) {
user.id = doc["id"];
} else {
user.id = 0;
}
user.name = doc["name"].as<String>();

return true;

http.end() ;
return false;

void aksesDisetujui (User userData, String cardID) {

timeClient.update () ;

String currentTime = timeClient.getFormattedTime () ;
display.clearDisplay () ;

displayMessageCenter ("AKSES", 1);
displayMessageCenter ("DITERIMA", 2);
displayMessageCenter ("Nama: " + userData.name, 3);
displayMessageCenter ("Waktu: " + currentTime, 4);
displayMessageCenter ("Silahkan Masuk", 5);
display.display();

putarSuara (PINTU TERBUKA) ;

String messageSuccess = "Akses Diterimal\\nAkses Masuk\\nNama:
+ escapedson (userData.name) +
"\\nRFID Tag: " + cardID + "\\nWaktu:

+ currentTime;
unsigned long start = millis();
bool status = discord.sendEmbed("Akses Diterima",

messageSuccess, "#008000"™);

"),

unsigned long end = millis{();
float latency = (end - start) / 1000.0;

Serial.print("(j Latensi pengiriman Discord (Akses Diterima) :

Serial.print (latency, 3);
Serial.println (" detik");
if (!status) {
Serial.println(")‘ Gagal mengirim notifikasi Discord!");
}
digitalWrite (LED HIJAU, HIGH);
digitalWrite (RELAY PIN, HIGH);
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fromRelayAccess = true;
unsigned long startWait = millis();
while (digitalRead(magneticPin) != LOW && millis() - startWait
< 10000) {
delay (100);
}

if (digitalRead (magneticPin) == LOW) {
putarSuara(PINTU_TERTUTUP);
Serial.println(" Pintu tertutup, relay dimatikan.");
} else {

Serial.println("[& Timeout: Pintu belum tertutup setelah 10
detik.");
}
putarSuara (PINTU TERTUTUP) ;
digitalWrite (RELAY PIN, LOW);
digitalWrite (LED HIJAU, LOW);
}

void aksesDitolak(String cardID) ({
timeClient.update () ;

String currentTime = timeClient.getFormattedTime () ;

display.clearDisplay () ;

displayMessage ("AKSES", 1);

displayMessage ("DITOLAK!", 2);

displayMessage ("RFID Invalid", 3);

displayMessage ("Waktu: " + currentTime, 5);

display.display();

activateBuzzer () ;

digitalWrite(LED_MERAH, HIGH) ;

putarSuara (AKSES DITOLAK) ;

String errorMessage = "Akses Ditolak\\nRFID Tag: " + cardID +
"\\nWaktu: " + currentTime + "\\nStatus: Kartu tidak
terdaftar";

unsigned long start = millis();

bool status = discord.sendEmbed ("Akses Ditolak", errorMessage,
"#FFO000™) ;

unsigned long end = millis();

float latency = (end - start) / 1000.0;

Serial.print("(j Latensi pengiriman Discord (Akses Ditolak):
")
Serial.print (latency, 3);
Serial.println (" detik");
if (!status) {
Serial.println(")‘ Gagal mengirim notifikasi Discord!");
}
delay (2000) ;
digitalWrite (LED MERAH, LOW);

}

float ukurlLatensi (unsigned long waktuMulai)
unsigned long waktuSelesai = millis{();
float latensiDetik = (waktuSelesai - waktuMulai) / 1000.0;

Serial.print("(j Latensi: ");
Serial.print (latensiDetik, 3);
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Serial.println (" detik");
return latensiDetik;

}

bool cekFlagKeluar () {

if (WiFi.status() != WL CONNECTED) return false;

HTTPClient http;

http.begin (apiURL + "/flag/keluar");

int httpCode = http.GET()

if (httpCode == 200) {
String response = http.getString();
StaticJdsonDocument<128> doc;

DeserializationError err = deserializedson (doc, response);

if (!err && doc["status"] == true) {

Serial.println(" Dikonfirmasi: Ada yang keluar (flag

aktif)");
http.end() ;
return true;
}

}
Serial.println("[& Tidak ada flag keluar aktif");
http.end() ;
return false;

}

void setup () {
Serial.begin (9600) ;
WiFi.begin(ssid, password);

Serial.print ("Menghubungkan ke WiFi...");
while (WiFi.status() != WL CONNECTED) ({
delay (1000) ;
Serial.print (".");

}
Serial.println ("\nWiFi Terhubung!");
discord.begin (channel id, token);
if (!display.begin(SSD1306 SWITCHCAPVCC, 0x3C)) {
Serial.println("OLED allocation failed");
for (;;);

}

display.clearDisplay () ;

display.setTextSize (1) ;

display.setTextColor (SSD1306 WHITE) ;

display.setCursor (0, 0);

display.println("Sistem Smart Access");
display.setCursor (0, 20);

display.println("Loading...");

display.display();

delay (1500) ;

SPI.begin();

rfid.PCD Init();

byte version = rfid.PCD ReadRegister (MFRC522::VersionReq) ;

if (version == 0x91 || version == 0x92) {

Serial.println ("MFRC522 detected and initialized.");
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pinMode (BUZZER PIN, OUTPUT) ;
noTone (BUZZER PIN) ;

pinMode (RELAY PIN, OUTPUT) ;
digitalWrite (RELAY PIN, LOW);
pinMode (PIR PIN, INPUT);
pinMode (LED MERAH, OUTPUT)
pinMode (LED HIJAU, OUTPUT) ;
digitalWrite (LED MERAH, LOW
digitalWrite (LED HIJAU, LOW
pinMode (magneticPin, INPUT)

);
).

’

I

FPSerial.begin (9600, SERIAL 8N1, 16, 17);

Serial.println("Inisialisasi DFPlayer Mini...");

if (!myDFPlayer.begin (FPSerial)) {
Serial.println ("DFPlayer Mini Gagal di inisialisasi");
while (true);

}

myDFPlayer.volume (20) ;

putarSuara (SELAMAT DATANG) ;

delay (1000) ;

timeClient.begin () ;

timeClient.update () ;

digitalWrite(LED_HIJAU, HIGH) ;

tone (BUZZER PIN, 1000);

delay (500) ;

noTone(BUZZER_PIN);

digitalWrite(LED_HIJAU, LOW) ;

Serial.println("Setup selesail!");

}

void loop () {
checkPIR() ;
readMagneticSensor () ;
checkTrespassing () ;
loopWithTimeout () ;
manageDisplayTimeout () ;
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Lampiran 2. Kode Program Sistem Akses Keluar

/* Source code Access Keluar
Mikrokontroler Keluar (NodeMCU ESP8266)
Smart Access IoT - Akses Keluar
Author : Bayu Afif Nuranto | 2020230903

*/

// Import Library

#include <SPI.h>

#include <MFRC522.h>

#include <ESP8266WiFi.h>

#include <Discord WebHook.h>
#include <ESP8266HTTPClient.h>
#include <WiFiClientSecureBearSSL.h>
#include <NTPClient.h>

#include <WiFiUdp.h>

// Inisialisasi PIN

#define SS_PIN 15 // D8 = GPIO15
#define RST PIN 16 // DO = GPIOl6
#define BUZZER PIN 5 // D1 = GPIOO5
#define RELAY PIN 4 // D2 = GPIO04 (Relay)
#define LED MERAH 0 // D3 = GPIOO

#define LED HIJAU 2 // D4 = GPIO2

// Konfigurasi WiFi, API URL & Discord Setup

const char* ssid = "NRTID";
const char* password = "Sabturul234";
const String apiURL = "https://smart-access-

1.bayunuranto.workers.dev/api";

String DISCORD WEBHOOK =
"https://discordapp.com/api/webhooks/1375156882255122583/72FZDha8
bXUs-gqJO9y6hDKgvoNmGbIo7Z2IS-ISYOwsix1zXfVEfHCgLxiufzghcZmzHo I";
String channel id = "1375156882255122583";

String token = "ZFZDha8bXUs-gJO9y6hDKgvoNmGbIo7ZIS—-
ISYOwsix1lzXfVfHCgLxiufzghcZmzHo I";

Discord Webhook discord;

MFRC522 rfid(SS_PIN, RST PIN);

// Akses Kontrol Solenoid
unsigned long solenoidUnlockTime = 0;
bool solenoidActive = false;

WiFiUDP ntpUDP;
NTPClient timeClient (ntpUDP, "pool.ntp.org", 25200, 60000);

// Fungsi JSON

String escapedson (String input) {
input.replace ("\\", "\\\\");
input.replace("\"", n\\\nn);
input.replace ("\n", "\\n");
return input;
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String getCardID(byte *buffer, byte bufferSize) {

String cardID = "";

for (byte 1 = 0; i < bufferSize; i++) {
cardID += String(buffer[i] < 0x10 2 "O0" : "");
cardID += String(buffer[i], HEX);

}

cardID. toUpperCase();

return cardID;

}

// Feedback Buzzer
void buzz (int times, int duration) {
for (int 1 = 0; 1 < times; 1i++) {
digitalWrite(BUZZER_PIN, HIGH) ;
delay (duration) ;
digitalWrite(BUZZER_PIN, LOW) ;
delay (duration) ;

}

void buzzSuccess () {
digitalWrite(LED_HIJAU, HIGH) ;
digitalWrite(LED_MERAH, LOW) ;
buzz (2, 200);
delay (2000) ;
digitalWrite(LED_HIJAU, LOW) ;
}

void buzzError () {
digitalWrite (LED MERAH, HIGH) ;
digitalWrite (LED HIJAU, LOW);
buzz (1, 800);
delay (200) ;
buzz (2, 200);
delay (2000) ;
digitalWrite (LED MERAH, LOW);
}

// ===================== Relay Akses =======
void fromRelayAccess () {
digitalWrite (RELAY PIN, HIGH); // Aktifkan solenoid
digitalWrite (LED HIJAU, HIGH);
solenoidUnlockTime = millis ()
solenoidActive = true;

}

void sendPostRequest (String cardID) {
timeClient.update () ;
String currentTime = timeClient.getFormattedTime () ;
if (WiFi.status() == WL_CONNECTED) {
std::unique ptr<BearSSL::WiFiClientSecure> client (new
BearSSL: :WiFiClientSecure) ;
client->setInsecure();
HTTPClient https;
String payload = "{\"rfid tag\":\"" + cardID + "\"}";
Serial.println ("Sending POST request...");
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Serial.println("Payload: " + payload);
https.begin(*client, apiURL + "/access/out");
https.addHeader ("Content-Type", "application/json");
int httpResponseCode = https.POST (payload) ;

if (httpResponseCode == 200) {
String response = https.getString();
Serial.println ("Response: " + response);
if (response.indexOf ("\"success\":true") >= 0) {
// Kirim notifikasi Discord
String messageSuccess = "**Akses Diterima**\\n**Akses

Keluar RFID Tag:** **" 4+ cardID + "**\\n**Waktu:** **" +
currentTime + "*x*";
discord.sendEmbed ("Akses Diterima", messageSuccess,
"#008000™) ;
buzzSuccess () ;
fromRelayAccess () ;
HTTPClient flagRequest;
flagRequest.begin (*client, apiURL + "/access/out/flag");
flagRequest.addHeader ("Content-Type",
"application/json");
int flagResponse = flagRequest.POST (payload) ;
Serial.println("Flag keluar response: " +
String (flagResponse)) ;
flagRequest.end() ;
} else {
String messageError = "**Akses RFID Tag: ** **" 4+ cardID
+ "** **Ditolak**\\n**Waktu:** **" 4+ currentTime + "**";
discord.sendEmbed ("Akses Ditolak", messageError,
"#FFO000™) ;
buzzError () ;
}
} else {
Serial.println ("HTTP Request Failed, code: " +
String (httpResponseCode)) ;
buzzError () ;
}
https.end() ;
} else {
Serial.println ("WiFi not connected!");
buzzError () ;

}

void setup() {
Serial.begin (9600) ;
SPI.begin();
rfid.PCD Init();
rfid.PCD_SetAntennaGain (rfid.RxGain max) ;
discord.begin (channel id, token);
discord.addWiFi (ssid, password);
discord.connectWiFi () ;
pinMode (BUZZERﬁPIN, OUTPUT) ;
pinMode (RELAY_PIN, OUTPUT) ;
pinMode (LED_MERAH, OUTPUT) ;
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pinMode (LED HIJAU, OUTPUT) ;

digitalWrite (RELAY PIN, LOW);

digitalWrite (BUZZER PIN, LOW) ;
) .
)

’

digitalWrite (LED MERAH, LOW
digitalWrite (LED HIJAU, LOW
WiFi.begin(ssid, password);

I

while (WiFi.status() != WL CONNECTED) ({
delay (1000) ;
Serial.println ("Connecting to WiFi...");
}
Serial.println ("Connected to WiFi!");
Serial.println ("RFID Access Control System (Keluar)");
Serial.println("Silahkan Scan Kartu RFID Anda ...");

timeClient.begin () ;
timeClient.update () ;
}

void loop () {
if (rfid.PICC_IsNewCardPresent () &&

rfid.PICC ReadCardSerial()) {
String cardID = getCardID(rfid.uid.uidByte, rfid.uid.size);
Serial.println("ID Card Anda : " + cardID);

sendPostRequest (cardID) ;

rfid.PICC HaltA();

rfid.PCD_StopCryptol() ;
}

if (solenoidActive && millis() - solenoidUnlockTime >= 5000) {
digitalWrite(RELAY_PIN, LOW) ;
digitalWrite (LED HIJAU, LOW);
solenoidActive = false;

Lampiran 3. Kode Program Sistem Aplikasi

// === Import & Inisialisasi ===

import { Client } from '@neondatabase/serverless'

import { Hono } from 'hono'

import { dashboardPage, managementUser, loginPageHTML } from
'./pages’

const app = new Hono ()

// === Konfigurasi Cookie & Database ===

function getCookie(c, n) { return

c?.match (7 (") \\s*${n}\\s*=\\s* ([*;]+) ")2.[2] }

function setAuthCookie(t) { return ‘auth token=${t}; path=/;
HttpOnly; Secure; SameSite=Strict’ }

function clearAuthCookie() { return ‘auth token=; path=/;
expires=Thu, 01 Jan 1970; HttpOnly; Secure; SameSite=Strict’ }

app.use (async (c, next) => {
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c.env.db = new Client ({ connectionString:
'postgresqgl://..." })
await c.env.db.connect ()
c.authToken = getCookie(c.reg.header ('Cookie'), 'auth token')
await next ()

})

// === Route Login & Logout ===

app.post ('/api/login', async (c) => {
const { email, password } = await c.reqg.json()
const result = await c.env.db.query(

'SELECT * FROM users WHERE email=$1 AND password=$2"',
[email, password]

)

const user = result.rows[0]
if (user?.role === 'Admin')
return c.json({ success: true }, 200, { 'Set-Cookie':
setAuthCookie ('admin-token') })

return c.json({ success: false }, 403)

})

app.post ('/api/logout', (c) =>

c.json({ success: true }, 200, { 'Set-Cookie':
clearAuthCookie () 1})
)

// === Route Data Utama ===
app.get ('/api/users', async (c) => {

if (c.authToken !== 'admin-token') return c.json({ error:
'Unauthorized' }, 403)

const res = await c.env.db.query('SELECT * FROM users')

return c.json(res.rows)

})

app.post ('/api/users', async (c) => {
const { name, email, password, rfid tag, role } = await
c.reqg.json ()
const t = new Date().toISOString()
await c.env.db.query (
'"INSERT INTO users
(name, email, password, rfid tag,role,created at) VALUES
($1I $2I $3I $4I $5I $6) 'I
[name, email, password, rfid tag, role, t]
)
return c.json({ success: true })

})

// === Route Akses RFID ===

app.post ('/api/access/in', async (c) => {
const { rfid tag } = await c.reqg.json()
const db = c.env.db, time = new Date().toISOString()
const user = (await db.query('SELECT * FROM users WHERE

rfid tag=$1', [rfid tagl)).rows[0]
if ('user) return c.json({ success: false, error: 'RFID tidak
terdaftar' })
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await db.query('INSERT INTO logs
(rfid tag,name,status, timestamp in) VALUES ($1,$2,$3,54)"',
[rfid tag, user.name, 'Disetujui', time])
return c.json({ success: true, message: “Akses masuk
${user.name}" })

})

app.post ('/api/access/out', async (c) => {
const { rfid tag } = await c.reg.json()
const db = c.env.db, time = new Date().toISOString()
const log = (await db.query(

'"SELECT log id FROM logs WHERE rfid tag=$1 AND timestamp out
IS NULL ORDER BY timestamp_in DESC LIMIT 1°',
[rfid tagl])) .rows[0]
if (!'log) return c.json({ success: false, error: 'Belum ada
log aktif' })
await db.query ('UPDATE logs SET timestamp out=$1 WHERE
log id=$2', [time, log.log_ idl])
return c.json({ success: true, message: 'Akses keluar
berhasil' })
)

// === Route Halaman ===
app.get('/', (c) => c.authToken === 'admin-token'
? c.html (dashboardPage ())
c.html (loginPageHTML () )
)

export default app
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Lampiran 4. Surat Keterangan Bebas Plagiat

UNIVERSITAS DARMA PERSADA
UPT PERPUSTAKAAN
Gedung Rektorat Lantai 3,
J1.Taman Malaka Selatan, Pondok Kelapa — Jakarta Timur 13450

SURAT KETERANGAN
HASIL PENGECEKAN TURNITIN

UPT Perpustakaan Universitas Darma Persada menerangkan telah selesai melakukan
pemeriksaan duplikasi/similarity menggunakan perangkat lunak Turnitin terhadap hasil karya
sebagai berikut:

Judul : RANCANG BANGUN SISTEM SMART ACCESS BERBASIS 10T
UNTUK KEAMANAN DAN MONITORING RUANGAN (Studi
Kasus: Ruang Lab SMK Dinamika Pembangunan 1 Jakarta)

Penulis : Bayu Afif Nuranto
NIM 12020230903
Tgl pemeriksaan : 25 Juli 2025

Dengan hasil Tingkat Kesamaan (similarity index) 9%

Demikian Surat Keterangan kami buat, untuk dipergunakan sebagaimana mestinya.

Jakarta, 25 Juli 2025

Ka.UPT Perpustakaan Unsada

s ¥~

Yus Rusmiyati, SS., MM

Batas maksimal similarity 30% untuk Fakultas Sastra dan Ekonomi

Batas maksimal similarity 25% untuk Fakultas Teknik, Kelautan
dan Pasca Sarjana
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